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ABSTRACT

Since the creation of the Internet Corporation for Assigned
Names and Numbers (ICANN), the regulation of the Domain Name
System (DNS) has become a central topic in Internet law and policy
discussions. ICANN'’s critics argue that ICANN uses its technical
control over the DNS as undue leverage for policy and legal control
over the DNS itself and over activities that depend on the DNS. Such
problems are not unique to the DNS. Rather, the DNS discussions
are an example of the more abstract governance problems that occur
in a set of technologies known as “namespaces.”

A namespace is a collection of all names in a particular system.
Namespaces are ubiquitous. They can be found both in real space
and cyberspace. Namespaces analyzed in this Article include the
DNS, [P addresses, ENUM, Microsoft Passport, peer-to-peer
systems, TCP port numbers, public key infrastructures as well as
digital rights management and instant messaging systems. This
Article also shows that many of its findings can also be applied to
namespaces outside of cyberspace—such as bibliographic
classification schemes, P.O. boxes, Social Security numbers, as well
as the names of DNA sequences, diseases, and chemical compounds.

Namespaces are an overlooked facet of governance both in real
space and cyberspace. This Article develops a general theory of the
governance of namespaces. Designing namespaces and exercising
control over them is not a mere technical matter. Rather, the
technical control over a namespace creates levers for the intrusion of
politics, policy, and regulation. In particular, the technical control
may lead to speech, access, privacy, copyright, trademark, liability,
conflict resolution, competition, innovation, and market structure
regulation. The Article provides several dimensions along which
namespaces can be analyzed. From a legal and policy perspective, it
matters, for example, whether a namespace is centralized or
decentralized, whether the namespace is controlled by a public or
private entity, and the degree to which the internal structure is
adaptive. These and other dimensions influence how namespaces
protect social values and how they allocate knowledge, control, and
responsibility. This Article will also demonstrate that the “end-to-
end argument” was implemented on the Internet by a particular
design of a specific namespace.
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The taxonomic structure developed in this Article can be useful
to legal and policy debates about the implications of various
namespaces. It may also be helpful to designers of namespaces who
consider the legal and policy consequences of their actions.

I. INTRODUCTION

In the fall of 2000, a Web site offered a new service allowing
politicians, individuals, and corporations to bid on and buy political
votes from citizens. The first Internet auction site for real votes had
opened. The election in question was the U.S. presidential election
of 2000, a memorable event for many reasons. The Web site in
question, which described itself as “satirical,” was located in Austria.
It bore the name “voteauction.com.”

After the Chicago Board of Election Commissioners filed a
lawsuit against voteauction.com on October 18, 2000, the Circuit
Court of Cook County, Illinois, issued an injunction against the Web
site.* The company that registered the domain name was named as a
co-defendant in the lawsuit.” After the court issued the injunction,
the registrar cancelled the domain name, effectively shutting down
the Web site all over the world.°

About a week later, the Web site appeared again under the new
domain name “vote-auction.com.” This time, the domain name was
registered with a Swiss registrar. A few days later, it was also
cancelled. However, no court issued any injunction ordering the
cancellation. No official authority addressed the question of whether
a domain name registered in Switzerland and located in Austria is
subject to U.S. jurisdiction. Rather, the domain name was cancelled
after some telephone and e-mail discussions between the Chicago
Board of Election Commissioners and the Swiss domain name
registrar. The Swiss registrar, a private entity, exercised its power
over an asset, the domain namespace, to exclude this domain name
from the Internet.’

4. See Henry H. Perritt, Jr., Towards a Hybrid Regulatory Scheme for the
Internet, 2001 U. CHI. LEGAL F. 215, 242.

5. Seeid.

6. Seeid.

7. For more information on this case, see id. at 241-44; RTMark, Inc.,
Voteauction.com, at http://www.rtmark.com/voteauction.html (last visited Jan.
23, 2003).
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In September 1998, a freshman at Northeastern University in
Boston began working on a software program that would
revolutionize online music business.® Only two and a half years
later, the Napster network had over seventy million users who
downloaded up to 2.8 billion music files per month.” In July 2000,
the District Court for the Northern District of California issued a
preliminary injunction effectively ordering Napster to shut down its
service. The Court of Appeals for the Ninth Circuit later affirmed
the injunction with some modifications.'’

Voteauction.com and Napster each raise different problems.
Voteauction.com is a case about election fraud, freedom of speech,
and personal jurisdiction. Napster is a case about copyright
infringement and innovation policy. At the same time, both cases are
very similar. They illustrate how technical control over a particular
component of a network can be used as leverage for legal and policy
control. Voteauction.com lost both of its domain names because
private entities—the domain name registrars and, ultimately, the
domain name registry—could exclude its domain names from an
authoritative list recognized by all computers connected to the
Internet. Music files could no longer be shared over the Napster
network because Napster could exclude them from an authoritative
list of files recognized by all computers connected to the Napster
network. In both cases, the network component that enabled this
control was a namespace.

While namespaces may seem like an obscure concept of
computer science, we are in fact surrounded by them. In the world
of computers, the DNS, public key infrastructures (PKIs), Yahoo!
Categories, Usenet newsgroups, and computer file systems are all
examples of namespaces. Yet, namespaces are not confined to
computers.  Telephone numbers, Social Security numbers, the
International Standard Book Number (ISBN), zip codes, bar codes,
and bibliographic classification schemes form namespaces too.

8. See Karl Toro Greenfeld, Meet the Napster, TIME, Oct. 2, 2000, at 60;
Steven Levy, The Noisy War Over Napster, NEWSWEEK, June 5, 2000, at 46.
9. See Jefferson Graham, 4 Slimmed-Down Napster Gets Back Online;
Trial Run Heavy on Little-Known Artists, USA TODAY, Jan. 10, 2002, at D1.
10. See A&M Records, Inc. v. Napster, Inc., 284 F.3d 1091 (9th Cir. 2002);
A&M Records, Inc. v. Napster, Inc., 239 F.3d 1004, 1004 (9th Cir. 2001).
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Both Voteauction.com and Napster illustrate that, in cyberspace,
the ability for legal regulation often depends on the technical control
over a namespace. Technical namespaces are not unalterable given
facts. Rather, technology is a social construct.'' The cultural and
societal structure of those who produce technology shape the
technology itself.'”> Conversely, technology enables, shapes, and
limits social, legal, and political relationships among citizens,
businesses, and the state. Technology and law are therefore
inherently intertwined. @~ As Lawrence Lessig has shown, this
interrelation between technology, law, and society implies that
technology is not a neutral artifact, but can be shaped according to
conscious design decisions that originate from external value
systems.”> Many design choices implicitly entail legal and policy
choices." The particular design of a namespace determines its

11. See MANUEL CASTELLS, THE INTERNET GALAXY 36 (2001); Thomas P.
Hughes, The Evolution of Large Technological Systems, in THE SOCIAL
CONSTRUCTION OF TECHNOLOGICAL SYSTEMS 51 (Wiebe E. Bijker et al. eds.,
1994).

12. For an analysis of how the different cultures of early Internet users
shaped the Internet, see CASTELLS, supra note 11, at 36-63.

13. See, e.g., LAWRENCE LESSIG, CODE AND OTHER LAWS OF CYBERSPACE
26 (1999) [hereinafter LESSIG, CODE] (explaining that access to the Internet at
University of Chicago and Harvard Law School differs because of
administrators’ dissimilar beliefs about free speech); see also WILLIAM J.
MITCHELL, CITY OF BITS 111-12 (1995) (discussing effects of emerging civic
strictures and spatial arrangements of the digital era); Joel R. Reidenberg, Lex
Informatica: The Formulation of Information Policy Rules Through
Technology, 76 TEX. L. REV. 553, 554 (1998) (technological capabilities and
system design choices impose rules on participants). For an application of this
theory in real space, see Neal Kumar Katyal, Architecture as Crime Control,
111 YALE L.J. 1039, 1039 (2002).

14. For analytical purposes, this Article follows an approach that
distinguishes between a technology layer and a policy layer. See LESSIG,
CODE, supra note 13; Reidenberg, supra note 13. Conversely, in his analysis
of the domain name system, Milton Mueller uses a three-layered model. On
the technical layer, name allocation is coordinated to ensure uniqueness and
exclusivity of names. On the economic layer, finite namespaces deal with the
allocation of scarce names. On the policy layer, decisions about rights
attached to names are made. See MILTON L. MUELLER, RULING THE ROOT:
INTERNET GOVERNANCE AND THE TAMING OF CYBERSPACE 17-26 (2002).
However, it is questionable whether a distinction between an economic and a
policy layer should be made. Economic decisions about name allocation are a
subgroup of the various policy decisions that have to be made in namespaces.
In general, a layered approach proves to be very helpful in analyzing cyberlaw
questions. For the analysis of communication systems, Yochai Benkler has
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regulatory impact.  Therefore, namespaces can be seen as a
technological tool to implement certain policy goals and legal value
systems into a network.

This Article analyzes the interrelation between technology and
law for namespaces in general. It attempts to highlight a common
feature of namespaces: designing namespaces and exercising control
over them is not a mere technical matter. The technical control over
a namespace creates levers for the intrusion of politics, policy, and
regulation.”” By designing namespaces in a particular way, the
implementation of many regulatory goals can either be achieved or
prevented. To facilitate analysis, this Article develops several
dimensions of namespace governance that prove helpful in assessing
the regulatory impact of design decisions made at the technical level
of a namespace. A namespace can be structured, for instance, in a
flat, hierarchical, or decentralized manner. Its internal architecture
can be heavily controlled or loosely coordinated. A namespace can
be designed to serve many different purposes or a single, narrowly
defined purpose. It can be controlled by technical or by contractual
means. It can be administered by a public or private entity.
Although such decisions seem of technical nature, they are in fact
closely intertwined with legal and policy decisions. The Article will
show that the very technological architecture of a namespace may
encompass a regulation of speech, access, privacy, content,
copyright, trademark, liability, conflict resolution, competition,
innovation, and market structures. Therefore, legal and policy

developed a layered analytical framework. In Benkler’s model,
communication systems can be divided into the physical layer (e.g., the wires,
cables, fibers, radio frequency spectrum, printing presses), the logical layer
(the software and standards that decide which expression is transmitted over
the physical layer and that enable this transmission), and the content layer. See
LAWRENCE LESSIG, THE FUTURE OF IDEAS: THE FATE OF THE COMMONS IN A
CONNECTED WORLD 23-25 (2001) [hereinafter LESSIG, FUTURE OF IDEAS];
Francois Bar & Christian Sandvig, Rules From Truth: Post-Convergence
Policy for Access 21 (Sept. 2000), available at http://www.stanford.edu/
~fbar/Publications/Rules_from Truth.pdf;  Yochai  Benkler, Property,
Commons, and the First Amendment: Towards a Core Common Infrastructure
3 (Mar. 2001), available at http://www.law.nyu.edu/benklery/WhitePaper.pdf;
Kevin Werbach, 4 Layered Model for Internet Policy (Sept. 1, 2000), at
http://www.edventure.com/conversation/article.cfm?Counter=2414930.
15. See MUELLER, supra note 14, at 10.
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considerations should be taken into account even during the design
stages of a namespace.

The analysis of such questions is not novel. The best-known
namespace on the Internet is the DNS. Most computers connected to
the Internet are equipped with a unique numerical IP address and a
unique domain name.'® The DNS maps each domain name to an IP
address. It is a prime example of how namespace control transcends
the borders of technology and reaches into policy and law. Since
1998, the DNS has been managed by ICANN,'” a private non-profit
corporation under California law."® The status of ICANN is highly
disputed. While some proponents assert that ICANN is a mere
technical standardization and coordination body, critics argue that it
more resembles a world government.'”  Furthermore, critics of
ICANN think that it unjustly uses its control over the technical DNS
infrastructure as leverage to control policy aspects of Internet
communications such as trademark and copyright issues, surveillance
of Internet users, regulation of content, imposition of tax-like fees,
and the regulation of the domain name supply industry.”

The DNS governance discussions are an example of the
regulatory questions this Article addresses. However, this is not an
article about the governance of the DNS. Although many issues
addressed by this Article are discussed in the context of the DNS, the
discussions about the DNS and ICANN often fail to recognize that
these issues are not unique to the DNS. Rather, they are general
governance problems of namespaces that can be found in other
namespaces—from peer-to-peer (P2P) systems to instant messaging
systems—as well. They are not even confined to the computer
world. In real space, many namespaces—from bibliographic
classification schemes to Social Security numbers—exhibit the same
problems.

16. Some computers are only equipped with an IP address, but not a
domain name.

17. ICANN, About ICANN, at http://www.icann.org (last modified Jan. 11,
2002).

18. See ICANN, Background, at http://www.icann.org/general/
background.htm (last modified July 16, 1999).

19. Mueller has criticized the ICANN regime as “a conservative, corporatist
regime founded on artificial scarcity and regulatory control.” MUELLER, supra
note 14, at 267.

20. See id.



BECHTOLD_FINAL 6/3/03 8:24 AM

1246 LOYOLA OF LOS ANGELES LAW REVIEW [Vol. 36:1239

No literature exists that identifies and discusses governance
dimensions of namespaces on such an abstract, general level.”! This
Article not only attempts to fill that gap, but its findings can be
applied to a wide range of namespaces both in cyberspace and real
space. While the study of namespaces at an abstract level may be
novel, it does not operate in an analytical vacuum. Many
namespaces are scarce resources: the number of names that can be
assigned in such namespaces falls short of the demand.”” In
bottleneck namespaces, the assignment of names has to be controlled
in some way. Analyzing the legal implications of such bottleneck
situations is not an unknown task. In antitrust law, the essential
facilities doctrine deals with the control of a monopolist over scarce
resources.” In communications law, common carrier regulations
cope with adverse impacts of privately owned bottlenecks in the
communication infrastructure.* The discussion whether broadband
cable providers should be forced to open their networks to non-
affiliated Internet service providers (“open access”) is a discussion
about the impact of a privately owned bottleneck: the cable
network.”> In First Amendment law, courts have regularly allocated
access to different types of mass media that are allegedly

21. For an analysis of the related problems of classification, see GEOFFREY
C. BOWKER & SUSAN LEIGH STAR, SORTING THINGS OUT: CLASSIFICATION
AND ITS CONSEQUENCES (1999).

22. The telephone number space, the current IP address space, and the
generic top level domain namespace are examples of scarce namespaces. See
infra note 191.

23. See United States v. Terminal R.R. Ass’n of St. Louis, 224 U.S. 383,
404-09 (1912); see also Robert Pitofsky, The Essential Facilities Doctrine
Under United States Antitrust Law, available at
http://www.ftc.gov/os/comments/intelpropertycomments/pitofskyrobert.pdf
(last modified Jan. 7, 2003) (discussing the development of the essential
facilities doctrine beginning with United States v. Terminal Railroad
Association of St. Louis).

24, See, e.g., James H. Lister, The Rights of Common Carriers and the
Decision Whether to Be a Common Carrier or a Non-Regulated
Communications Provider, FED. COMM. L.J., Dec. 2000, at 91; Peter K. Pitsch
& Arthur W. Bresnahan, Common Carrier Regulation of Telecommunications
Contracts and the Private Carrier Alternative, FED. COMM. L.J., June 1996, at
447.

25. See Mark A. Lemley & Lawrence Lessig, The End of End-to-End:
Preserving the Architecture of the Internet in the Broadband Era, 48 UCLA L.
REV. 925 (2001).
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bottlenecks.”® Finally, an emerging scholarship addresses specific
regulatory problems of information and technology platforms, which
can represent bottlenecks as well.”’

Therefore, while analyzing bottleneck situations is not
uncommon, this Article chooses a slightly different analytical
approach. Rather than focusing on one specific area of law, it
analyzes the implications of a particular technology—for example,
namespaces—on a wide variety of areas of law and legal policy. It
assesses how different design choices at the technical level create,
alter, or eliminate the regulatory problems with which law and legal
policy have to grapple.

26. See generally Arkansas Educ. Television Comm’n v. Forbes, 523 U.S.
666 (1998) (holding that a broadcaster could exclude a candidate from debate);
Turner Broad. Sys., Inc. v. FCC, 520 U.S. 180 (1997) (reaffirming the decision
that cable providers devote some channels to local broadcasting); Denver Area
Educ. Telecomm. Consortium, Inc. v. FCC, 518 U.S. 727 (1996) (prohibiting
indecent programming on leased channels does not violate the First
Amendment, but prohibiting such programming on public access channels
does); Turner Broad. Sys., Inc. v. FCC, 512 U.S. 622, 656 (1994) (upholding
congressional act requiring cable providers to dedicate some channels to local
broadcasting); Columbia Broad. Sys., Inc. v. FCC, 453 U.S. 367 (1981);
Miami Herald Publ’g Co. v. Tornillo, 418 U.S. 241 (1974) (striking down a
state “right to reply” law that compelled newspapers to grant political
candidates equal space to reply to criticism); Columbia Broad. Sys., Inc. v.
Democratic Nat’l Comm., 412 U.S. 94 (1973); Red Lion Broad. Co. v. FCC,
395 U.S. 367 (1969) (upholding FCC interpretation of the “fairness doctrine”
that required broadcasters to present both sides of public issues).

27. See, e.g., Douglas Lichtman, Property Rights in Emerging Platform
Technologies, 29 J. LEGAL STUD. 615 (2000); Pamela Samuelson & Susanne
Scotchmer, The Law and Economics of Reverse Engineering, 111 YALE L.J.
1575, 1611, 1615-26, 1643-44, 1662 (2002); Molly S. Van Houweling,
Cultivating Open Information Platforms: A Land Trust Model, 1 J. TELECOMM.
& HIGH TECH. L. 309 (2002); Philip J. Weiser, Internet Governance, Standard
Setting, and Self-Regulation, 28 N. Ky. L. REvV. 822, 83242 (2001)
[hereinafter Weiser, Internet Governance]; Philip J. Weiser, Law and
Information Platforms, 1 J. TELECOMM. & HIGH TECH. L. 1 (2002); Bar &
Sandvig, supra note 14; Philip J. Weiser, Networks Unplugged: Towards a
Model of Compatibility Regulation Between Information Platforms (Sept. 24,
2001), at http://www.arxiv.org/html/cs/0109070; see also ANNABELLE GAWER
& MICHAEL A. CUSUMANO, PLATFORM LEADERSHIP: HOW INTEL, MICROSOFT,
AND CISCO DRIVE INDUSTRY INNOVATION (2002); Arti K. Rai & Rebecca S.
Eisenberg, The Public and the Private in Biopharmaceutical Research,
available at http://www.law.duke.edu/pd/papers/raieisen.pdf (last visited Jan.
22, 2003) (addressing the erosion of free access to new knowledge in the
public domain as patent claims have expanded).
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The Article proceeds as follows: Part II provides a more precise
definition of namespaces. Part III develops several dimensions of
namespace governance that can be applied to namespaces in general.
Further, it shows the legal and policy implications of design
decisions made along these dimensions. In Part IV, a more abstract
account of the relationship between namespace design and the law is
provided. Part V addresses the extent to which these insights can be
applied in the actual design of namespaces. Part VI concludes the
Article.

II. WHAT’S IN A NAME?

Names are important tools for identification and communication
both in real space and cyberspace. From a legal and social science
perspective, personal names are a crucial aspect of personal identity
and dignity.”® A complex mix of social norms, memories,
connotations, and shared experiences influences the esteem of
personal names, in particular first names.”” From an economic
perspective, commercial names and trademarks facilitate
identification and thereby reduce consumer search costs.”® From a
computer science perspective, the definition of “name” is even more
sober—a name is a string of bits or characters that refers to a
resource.”’ In communication networks, some method to identify
and locate the networked resources must exist. Names provide a
method to facilitate sharing and communication.”> They can bring
consistency to the network—names uniquely identify resources, and

28. See Douglas A. Galbi, A New Account of Personalization and Effective
Communication 4 (Sept. 2001), available at http://papers.ssrn.com/sol3/
papers.cfm?abstract 1d=286288.

29. Seeid. at 6.

30. See William M. Landes & Richard A. Posner, Trademark Law: An
Economic Perspective, 30 J.L.. & ECON. 265, 269 (1987).

31. See ANDREW S. TANENBAUM & MAARTEN VAN STEEN, DISTRIBUTED
SYSTEMS: PRINCIPLES AND PARADIGMS 184 (2002); John F. Shoch, Inter-
Network Naming, Addressing, and Routing, in PROCEEDINGS OF THE 17TH
IEEE COMPUTER SOCIETY INTERNATIONAL CONFERENCE 72 (1978); David R.
Cheriton & Timothy P. Mann, Decentralizing a Global Naming Service for
Improved Performance and Fault Tolerance, 7 ACM TRANSACTIONS ON
COMPUTER SYS. 147 (1989).

32. See ROSS J. ANDERSON, SECURITY ENGINEERING: A GUIDE TO
BUILDING DEPENDABLE DISTRIBUTED SYSTEMS 125 (2001).
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thereby eliminate the risk of confusion between different, but similar,
resources. In general, names both store and filter information.

Computer science, in particular the theory of distributed
systems,”> developed a rather rigorous theory of naming that proves
helpful for the following analysis of namespaces. In general,
different kinds of names exist. An “address” is a special type of
name that “identifies the location of the object rather than the object
itself.”** The IP address of a computer and a telephone number are
addresses in this sense. Addresses are not well-suited to persistently
identify objects. Once an object is moved to another location, its
address changes. If a computer connected to the Internet, for
instance, is moved to another location, its IP address often has to be
changed as well.” If a phone customer moves to a new city, he
receives a new phone number, even if he uses the same telephone.
Without call-forwarding features and number portability
regulations,”® a phone number does not identify a particular
telephone, but its location, that is, the jack into which it is plugged.

In many communication networks, these shortcomings of
addresses are resolved by adding a layer of location-independent
names on top of the addressing scheme.”’ While addresses locate

33. In a distributed system, hardware or software components are located at
different computers that are only connected by a communication network.
Although the components are dispersed throughout the network, a distributed
system appears to its users as one single coherent system. See GEORGE
COULOURIS ET AL., DISTRIBUTED SYSTEMS: CONCEPTS AND DESIGN 2 (3d ed.
2001); TANENBAUM & VAN STEEN, supra note 31, at 2. While numerous
distributed systems exist, the most important example is the Internet. For
research on naming infrastructures in homogeneous computer systems, see
Roger M. Needham, Names, in DISTRIBUTED SYSTEMS 315, 317 (Sape
Mullender ed., 2d ed. 1994); Jerome H. Saltzer, On the Naming and Binding of
Objects, in OPERATING SYSTEMS: AN ADVANCED COURSE 99-208 (Rudolf
Bayer et al. eds., 1978).

34. COULOURIS ET AL., supra note 33, at 354; see also Shoch, supra note
31, at 72; TANENBAUM & VAN STEEN, supra note 31, at 184.

35. This problem is most prevalent with mobile computers. See
TANENBAUM & VAN STEEN, supra note 31, at 184-85. Uniform Resource
Locators (URLs) are another example of the shortcomings of addresses as
consistent identifiers. See COULOURIS ET AL., supra note 33, at 356; see also
infra note 240 (defining and explaining URLS).

36. See infra note 172.

37. See TANENBAUM & VAN STEEN, supra note 31, at 185; see also Richard
W. Watson, Identifiers (Naming) in Distributed Systems, in DISTRIBUTED
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resources, location-independent names identify them.™® The domain

name of a computer, for example, identifies a computer, while its IP
address reveals its logical location. Location-independent names and
addresses do not exist separately. Rather, names are resolved to
addresses by so-called “name services.”” Name services allow users
and software programs to look up, add, change, and remove names.*
The layering of location-independent names on top of an addressing
scheme makes the communication network more flexible—the
address of a resource can be changed without having to change its
name. Thereby, resources can be moved without any alteration of
their name. The aforementioned DNS is a name service that resolves
domain names to IP addresses. Although a computer’s IP address
may have to be changed when its location is moved, its domain name
may remain the same.

The collection of all valid names in a particular system forms a
“namespace.””!  Some namespaces are designed for human use,
while other namespaces are accessed by computers only. Names
used by human beings should usually be “mnemonically useful,”
while the critical feature of names used by computers is that they are

SYSTEMS: ARCHITECTURE AND IMPLEMENTATION 191, 196 (Butler W.
Lampson et al. eds., 1981).

38. “The name of a resource indicates what we seek, and address indicates
where it is, and a route tells us how to get there.” Shoch, supra note 31, at 72.

39. COULOURIS ET AL., supra note 33, at 357; see TANENBAUM & VAN
STEEN, supra note 31, at 183. While a name service resolves names to
addresses, a “directory service” connects names to a wider collection of
attributes. Conventional name services can be compared to the telephone
white pages, while directory services resemble the yellow pages. See
COULOURIS ET AL., supra note 33, at 371; TANENBAUM & VAN STEEN, supra
note 31, at 2.

40. See TANENBAUM & VAN STEEN, supra note 31, at 194.

41. See COULOURIS ET AL., supra note 33, at 358; TANENBAUM & VAN
STEEN, supra note 31, at 186; Ronald Bourret, XML Namespaces FAQ, § 2.1,
at http://www.rpbourret.com/xml/NamespacesFAQ.htm#q2 1 (last updated
Feb. 2003). For a helpful proposition of a unified terminology for directories
and namespaces, see Harald Tveit Alvestrand, Definitions for Talking About
Directories, Request for Comments (RFC) 3254 (Apr. 2002), at
http://www.rfc-editor.org/rfc/rfc3254. txt.
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42
”** In such a namespace, names must be

“unambiguously resolvable.
unique.®

Namespaces are pervasive, both in cyberspace and in real space.
In cyberspace, namespaces are mainly used to identify four different
kinds of resources: computers (or more generally, devices), users,
files, and applications (or more generally, services).”® Device
namespaces include the DNS, the telephone number system,
ENUM,"® as well as IP and Ethernet addresses.* User namespaces
include Microsoft Passport,”” the Liberty Alliance Project,” PKIs*
as well as user identification systems on eBay, in the AOL network,
and in instant messaging systems and networked computer games.>
URLs, P2P systems,”’ Yahoo! Categories and the different computer
file systems available’ are examples of file namespaces. Service
namespaces are created, for instance, by Transmission Control
Protocol/User Datagram Protocol (TCP/UDP) port numbers and the
Universal Description, Discovery and Integration (UDDI) service in

42. Saltzer, supra note 33, at 121; see also MUELLER, supra note 14, at 39
(asserting that mnemonics and providing single, more stable identities are two
reasons for naming computers).

43. To achieve uniqueness, names are either universally valid, or are
equipped with a representation of the context in which they are unique. See
Needham, supra note 33, at 90.

44. See ANDERSON, supra note 32, at 131-32; COULOURIS ET AL., supra
note 33, at 356; TANENBAUM & VAN STEEN, supra note 31, at 184; Cheriton &
Mann, supra note 31, at 147; Jerome H. Saltzer, On the Naming and Binding of
Network Destinations, Request for Comments (RFC) 1498 (Aug. 1993), at
http://www.rfc-editor.org/rfc/rfc1498.txt.

45. See infra text accompanying notes 92-95.

46. See infra text accompanying notes 193-201.

47. See infra text accompanying notes 76—77.

48. See infra text accompanying note 156.

49. See infra text accompanying notes 86—87.

50. For a study of a virtual world computer game, such as Everquest, see
Edward Castronova, Virtual Worlds: A First-Hand Account of Market and
Society on the Cyberian Frontier, THE GRUTER INST. WORKING PAPERS ON
LAW, ECON., AND EVOLUTIONARY BIOLOGY (Oct. 2001), available at
http://www .bepress.com/cgi/viewpdf.cgi?article=1008 &context=giwp.

51. See infra text accompanying note 127.

52. For an overview, see Martin Hinner, Filesystems HOWTO, at
http://www .linux.org/docs/ldp/howto/Filesystems-HOWTO.html (last
modified Aug. 22, 2000). For an overview of distributed file systems, see
TANENBAUM & VAN STEEN, supra note 31, at 575-646.

53. See infra notes 202-04.
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the context of Web services.” Some technologies even use multiple
namespaces.  Digital rights management (DRM) systems, for
example, employ device, user, and file namespaces at the same
time.”> The list of namespaces used by computers and computer
networks is endless.”®

In real space, telephone, credit card, bank account, passport,
Social Security numbers, and tax identifiers are namespaces which
identify devices, natural persons, or corporate entities. People,
streets, cities, countries, and species are all identified by namespaces
as well. Other examples include P.O. boxes, natural languages, and
the system of longitude and latitude. The travel industry uses several
namespaces to identify travel agencies, hotels, airlines, car rental
companies, travel insurance companies, and consumers.”’ The Dun

54. See http://www.uddi.org (last visited Feb. 3, 2003). UDDI enables
organizations that develop Web services to register these services in a public
database so that client applications may locate and use them. For an overview
of UDDI, see ETHAN CERAMI, WEB SERVICES ESSENTIALS 157-99 (Simon St.
Laurent ed., 2002); DAVID CHAPPELL, UNDERSTANDING .NET: A TUTORIAL
AND ANALYSIS 65-71 (2002); THUAN THAI & HOANG Q. LAM, .NET
FRAMEWORK ESSENTIALS 155-57 (Nancy Kotary ed., 2d ed. 2002).

55. By a combination of various technical and legal means of protection,
DRM attempts to create a framework for the secure distribution of digital
content to authorized users. DRM systems usually employ a number of
different namespaces, such as namespaces for identifying users (important for
digital fingerprinting and thereby individualizing content), identifying content
(important for managing the rights attached to the content), and identifying
devices (important for distinguishing authorized from unauthorized devices
and for revoking compromised device keys). For an overview, see Stefan
Bechtold, From Copyright to Information Law: Implications of Digital Rights
Management, in SECURITY AND PRIVACY IN DIGITAL RIGHTS MANAGEMENT
213, 214-16 (Tomas Sander ed., 2002), available at http://www.jura.uni-

tuebingen.de/~s-bes1/pub/2002/DRM _Information Law.pdf [hereinafter
Bechtold, From Copyright to Information Law]. For a more detailed
discussion, see STEFAN BECHTOLD, VoM URHEBER-ZUM

INFORMATIONSRECHT: IMPLIKATIONEN DES DIGITAL RIGHTS MANAGEMENT
34-75 (2002) [hereinafter BECHTOLD, VoM URHEBER-ZUM
INFORMATIONSRECHT].

56. Other computer namespaces include variable names in computer
languages, character sets, the X.500 directory service, XML namespaces,
colorspaces such as RGB or CMYK, databases, and Microsoft Smart Tags.
For even more namespaces, see IANA, Protocol/Number Assignments
Directory, at http://www.iana.org/numbers.html (last updated Apr. 18, 2002).

57. Air travel customer information is usually stored in a so-called
“Passenger Name Record” (PNR) in one of the major proprietary Global
Distribution Systems (GDS) such as Amadeus, Sabre, or Apollo. Other
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& Bradstreet Data Universal Numbering System (D-U-N-S) is used
to identify sixty-two million business entities around the world,*®
while the Thomas Register of American Manufacturers provides
unique supplier IDs for over 173,000 U.S. and Canadian
manufacturers.”” The system of bar codes that is used for product
identification is another example of how widely namespaces are used
today.”* For example, millions of DNA sequences from over
100,000 species are uniquely identified and named by an
international namespace provided by several databases.’  The
International Statistical Classification of Diseases and Related Health
Problems (ICD) is a namespace maintained by the World Health
Organization that classifies all statistically significant diseases.”” In
addition, traditional media can be identified by different namespaces
such as the ISBN, the International Standard Recording Code
(ISRC), the International Standard Serial Number (ISSN), the
Unique Material Identifier (UMID), and the International Standard
Work Code (ISWC).* Finally, bibliographic classification
schemes,” the frequency spectrum, the various international
classification systems for classifying inventions, trademarks, and

namespaces in the travel industry are administered by the International Air
Transport Association. See, e.g., Travel Industry Designator Service, at
http://www.iata.org/tids/index (2001); see Rohit Khare, Anatomy of a URL
(and Other Internet-Scale Namespaces, Part 1), IEEE INTERNET COMPUTING,
Sept.—Oct. 1999, at 78, 80.

58. See D&B D-U-N-S® Number, at http://www.dnb.com/US/
duns_update/duns_update print.asp (last visited Feb. 16, 2003).

59. See Thomas Register, at http://www.thomasregister.com (last visited
Jan. 14, 2003).

60. For information on the Universal Product Code (UPC) and the
European Article Number (EAN), see Uniform Code Council, Inc.: ID
Numbers and Bar  Codes, at  http://www.uccouncil.org/main/
ID Numbers and Bar Codes.html (2002) and EAN International, at
http://www.ean-ucc.org (2002). The Auto-ID project at MIT attempts to
extend this model with “electronic Product Codes” (ePC) that can be
embedded into smart tags and resolved by an “Object Naming Service.” See
Auto-ID Center, at http://www.autoidcenter.org/aboutthetech indepthlook.asp
(last visited Jan. 16, 2003).

61. See infra text accompanying notes 162—65.

62. See BOWKER & STAR, supra note 21, at 55-57, 68-90.

63. For an overview, see BECHTOLD, VOM URHEBER-ZUM
INFORMATIONSRECHT, supra note 55, at 39-41.

64. See infra text accompanying note 252.
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industrial designs,® the ISO 3166 list of country codes,”® as well as
the names of all celestial objects®” and chemical compounds® may
complete this listing of namespaces. In short, namespaces are
important and ubiquitous.®®

As the variety and sheer number of all existing namespaces are
overwhelming, it is an impossible task to analyze all of them in this
Article.  Fortunately, in order to develop a general theory of
namespace governance, this is also an unnecessary task. This Article
uses several namespaces to illustrate the presented theoretical
framework. Nevertheless, the framework should also be applicable
to namespaces that are not explicitly studied in this Article.

I1I. DIMENSIONS OF NAMESPACE GOVERNANCE

By analyzing the means, intensity, and scope of namespace
governance, as well as the possible namespace topologies, this Part
identifies several dimensions of namespace governance that illustrate
the close intertwining of technology, law, and policy.

A. Means of Namespace Governance

In general, namespace providers have varying interests in
regulating the use of and access to their namespace. They may, for
example, want to grant access to the namespace only under certain
conditions, or to prevent certain end users from using the namespace
altogether. They may also grant third-party service providers, who
use the namespace in their own services, access to the namespace
only after payment of a fee. Namespace providers therefore want to
regulate the behavior of namespace users and service providers.

65. The World Intellectual Property Organization (WIPO) administers four
international classification systems. See WIPO, International Classifications,
at http://www.wipo.org/classifications/en/overview.html (last visited Feb. 16,
2003).

66. See Maintenance Agency for ISO 3166 Country Codes, at
http://www.iso.org/iso/en/prods-services/iso3166ma/index.html (last visited
Jan. 13, 2003).

67. Commission 5 of the International Astronomical Union is the
commission that names stars and other celestial objects. See International
Astronomical Union, Designations and Nomenclature of Celestial Objects, at
http://www.iau.org/IAU/Activitiesmnomenclature (last modified Dec. 27,
2000).

68. See infra note 264.

69. See BOWKER & STAR, supra note 21, at 37-39.
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Such regulation can be achieved by different means. While several
namespaces employ a web of contracts, all namespaces use
technological means to regulate behavior that depends on the
namespace.

1. Governance by contract

Namespace providers can condition access to and use of their
namespace upon the prior conclusion of a contract. Namespace
contracts include more than agreements about technical issues. They
may limit the ways in which users access a namespace. They may
also restrict the purposes and conditions under which the namespace
can be accessed. Furthermore, they may restrict environments in
which the names may be used or processed.

In many namespaces, the namespace provider attempts to bind
all end users and service providers by contract. A web of contracts
laid over the namespace is intended to protect various non-technical
interests of the namespace provider (see Figure 1).

Service Provider
> Using the Namespace

Namespace Operator )<

Figure 1: Namespace Governance by Contractual Webs

The DNS™ uses such a web of contracts to govern the domain
namespace. All registrants, registrars, and registries of domain

70. The DNS is a distributed name resolution service that resolves domain
names to numerical IP addresses. For an overview of the architecture, history,
and policy debate of the DNS, see MUELLER, supra note 14, at 47-48; A.
Michael Froomkin, Wrong Turn in Cyberspace: Using ICANN to Route
Around the APA and the Constitution, 50 DUKE L.J. 17 (2000); Jay P. Kesan &
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names in generic top-level domains (gTLDs), such as .com, .biz, .net,
and .org, are required to enter into contractual agreements that either
directly or indirectly originate from ICANN, the entity that currently
controls the DNS.”" In order to resolve conflicts between domain
name registrations and trademark law, ICANN, after considerable
input from WIPO, created a dispute resolution mechanism. This
Uniform Dispute Resolution Policy (UDRP)’ enables a trademark
holder to challenge the registration of a domain name and potentially
gain control over it. As part of the contracts between ICANN and
the gTLD registrars,” ICANN requires the registrars to impose the
UDRP on everyone who wants to register a domain name.”* As a
result, on the one hand, ICANN binds all registrars to the UDRP as a
condition of their accreditation. On the other hand, a consumer who
wants to register a domain name under the .com gTLD, for example,

Rajiv C. Shah, Fool Us Once Shame On You: Fool Us Twice Shame On Us:
What We Can Learn From the Privatizations of the Internet Backbone Network
and the Domain Name System, 79 WASH. U. L.Q. 89 (2001) (detailing the
privatization processes for the DNS and proposing measures for future

privatization).
71. See A. Michael Froomkin & Mark A. Lemley, ICANN and Antitrust, U.
IL.. L. Rev. , 13-16  (forthcoming  2003), available at

http://papers.ssrn.com/sol3/delivery.cfm/SSRN _1D291221 code011128630.pd
f?abstractid=291221#Paper%20Download. This contractual web does not
exist for country code top-level domains (ccTLDs). The relationship between
ICANN’s overall governance of the domain namespace and the ccTLD
registries is not entirely clear. ccTLD registries have at least some
independence in determining policies for their ccTLD sub-namespaces. See
MUELLER, supra note 14, at 205-08; Tamar Frankel, The Managing Lawmaker
in Cyberspace: A Power Model, 27 BROOK. J. INT’L L. 859, 886-93 (2002).
Although ICANN is known for managing the DNS, the U.S. government still
retains residual authority over the DNS root and has not expressed its intent to
give up this authority in the future. For the relationship between the U.S.
Department of Commerce and ICANN, see MUELLER, supra note 14, at 197;
Froomkin, supra note 70, at 91, 105-25; Froomkin & Lemley, supra, at 11-13.

72. See ICANN, Uniform Domain Name Dispute Resolution Policy, at
http://www.icann.org/udrp/udrp-policy.htm (last modified May 17, 2002).

73. For many ccTLDs, no equivalent to the UDRP system exists. In such
countries, domain name trademark conflicts are left to the traditional court
system to resolve. This, for example, is the case in Germany. In other
namespaces such as the telephone number space, no UDRP equivalent exists
either. See In re Toll Free Service Access Codes, 13 F.C.C.R. 9058, 9067
(1998).

74. See ICANN, Registrar Accreditation Agreement §ILK, atf
http://www.icann.org/nsi/icann-raa-04nov99.htm (Nov. 4, 1999).
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will only be able to register it if he agrees to the terms of the UDRP
as well. Through a hierarchical web of contracts originating from
ICANN, ICANN has ensured that every registrar and every registrant
is bound to the UDRP.” ICANN effectively enveloped the domain
namespace with a web of contracts that they use to protect, among
other things, the trademark holder’s interests.

Another example of contractual webs as a means of namespace
governance is Microsoft Passport.”® By mapping unique identifiers
to individual users, this system allows users to establish lasting
digital identities on the Internet. Once a user is registered in this user
namespace, he can access all Web sites that use Microsoft Passport
as their authentication service without having to authenticate himself
at each individual Web site, as Microsoft Passport will provide the
participating Web site with the necessary authentication
information.”’

In order to ensure that participating Web sites do not use this
authentication information for data mining and user profiling
purposes, Microsoft has entangled the technical namespace with a
web of contracts. Before a Web site can use the Passport
authentication service, it has to agree by contract with Microsoft to
obtain the user’s consent before it uses the profile information for
marketing purposes. It is also contractually required to post privacy
policies on its site, both in a human-readable and machine-readable,
P3P-compliant’® format.”

75. See MUELLER, supra note 14, at 192.

76. See  Microsoft  Corp.,  Microsoft NET  Passport, at
http://www.passport.net/Consumer/default.asp?lc=1033 (last visited Dec. 16,
2002).

77. User namespaces such as Microsoft Passport therefore enable a so-
called “single sign-in” (SSI). See Microsoft Corp., .NET Passport Review
Guide, at http://microsoft.com/netservices/passport/passport.asp (Nov. 2002)
[hereinafter Microsoft Corp., .NET Passport Review Guide]. With more than
200 million accounts performing more than 3.5 billion authentications each
month, Passport is currently the prevailing general authentication system. See
Microsoft Corp., .NET Passport Overview, at http://www.microsoft.com/
netservices/passport/overview.asp (Mar. 20, 2002).

78. The Platform for Privacy Preferences Project (P3P) allows Web sites to
express their privacy policies in a machine-readable format. It enables users to
evaluate these policies and make informed decisions about the privacy
implications of accessing a particular Web site. For more information on P3P,
see Ruchika Agrawal, P3P Viewpoints, at http://www.stanford.edu/~ruchika/
P3P/home.html (last modified Mar. 11, 2002); World Wide Web Consortium,
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In addition to the contractual relationship between Microsoft and
participating Web sites, Microsoft attempts to establish a contractual
relationship with each Passport user as well. Before a user can
register with Microsoft Passport, he must agree to the “Microsoft
NET Passport Terms of Use and Notices.”™ In this user contract,

Platform for Privacy Preferences, at http://www.w3.org/P3P/ (last modified
Nov. §, 2002).

79. See Microsoft Corp., .NET Passport Review Guide, supra note 77, at
22. Furthermore, if, in the process of delivering goods or services to the user,
the participating site has to share personal information (e.g., the user’s address)
with a third party (e.g., a shipping service), the participating site is required by
Microsoft to impose certain contractual obligations on the third party as well.
See id. at 21. In effect, Microsoft’s strategy resembles a “viral contract”
attached to private data. A viral contract attempts “to make commitments run
with a digital object. . .so that everyone who comes into possession of the
[object]. . .also inherit[s] the obligations to the initiator [of the contract].”
Margaret Jane Radin, Humans, Computers, and Binding Commitment, 75 IND.
L.J. 1125, 1132 (2000).

80. Microsoft Corp., Microsoft .NET Passport Terms of Use and Notices, at
http://www.passport.net/Consumer/TermsOfUse.asp (last revised Aug. 2002).
It is contested whether such “click-wrap licenses” are enforceable contracts.
The problems posed by click-wrap licenses are similar to the question whether
computer software shrink-wrap licenses are valid contracts. Traditionally, U.S.
courts have been reluctant to enforce shrink-wrap licenses. See Step-Saver
Data Sys., Inc. v. Wyse Tech., 939 F.2d 91, 98-100 (3d Cir. 1991); Ariz.
Retail Sys., Inc. v. Software Link, Inc., 831 F. Supp. 759, 764—66 (D. Ariz.
1993); see also Novell, Inc. v. Network Trade Ctr., Inc., 25 F. Supp. 2d 1218
(D. Utah 1997) (explaining that the shrinkwrap license is invalid against first
purchaser pertaining to the title of the software in copyright owner), vacated in
part by Novell, Inc. v. Network Trade Ctr., Inc., 187 F.R.D. 657 (D. Utah
1999); Morgan Lab., Inc. v. Micro Data Base Sys., Inc., 41 U.S.P.Q. 2d 1850
(N.D. Cal. 1997). However, in 1997, Judge Easterbrook of the Seventh Circuit
Court of Appeals found a shrink-wrap a valid contract. See ProCD, Inc. v.
Zeidenberg, 86 F.3d 1447, 1450-53 (7th Cir. 1996). Following this decision,
other courts have enforced shrink-wrap licenses as well. See Hill v. Gateway
2000, Inc., 105 F.3d 1147 (7th Cir. 1997); M.A. Mortenson Co. v. Timberline
Software Corp., 998 P.2d 305, 313 (Wash. 2000); Brower v. Gateway 2000,
Inc., 676 N.Y.S.2d 569, 572 (N.Y. App. Div. 1998). Courts have also held
click-wrap licenses as enforceable contracts. See I.Lan Sys., Inc. v. Netscout
Serv. Level Corp., 183 F. Supp. 2d 328, 338-39 (D. Mass. 2002); Caspi v. The
Microsoft Network, L.L.C., 732 A.2d 528 (N.J. Super. Ct. App. Div. 1999);
see also Groff v. America Online, Inc., 1998 WL 307001 (R.I. Super. Ct.
1998) (discussing how the click-wrap contract binds a party to a forum
selection clause); but see Specht v. Netscape Communications Corp., 306 F.3d
17 (2d Cir. 2002). For a general overview, see Robert A. Hillman & Jeffrey J.
Rachlinski, Standard-Form Contracting in the Electronic Age, 77 N.Y.U. L.
REV. 429 (2002).



BECHTOLD_FINAL 6/3/03 8:24 AM

Spring 2003] GOVERNANCE IN NAMESPACES 1259

Microsoft agrees to use personal information only in accordance with
its Passport privacy policy. According to this policy, Microsoft
discloses personal information only if the user has consented or if
Microsoft is required to disclose information by law.*’

As ICANN did in the DNS context, Microsoft has enveloped
Passport in a web of contracts. This web is used by Microsoft to
regulate non-technical, in particular privacy-related, aspects of its
namespace. This is not to say that Microsoft Passport protects
privacy perfectly or even adequately.** This example merely
reinforces the claim that namespace providers use contractual webs
as a tool to regulate non-technical behavior of namespace users and
service providers.

The use of contractual webs for governing namespaces is not
confined to the DNS and Microsoft Passport. DRM systems® use
similar mechanisms. In general, the webs of contracts surrounding
namespaces bind both service providers that depend on the
namespace and individual namespace users. Namespace providers
may use these contractual webs to regulate various legal and policy
aspects of namespaces, ranging from intellectual property and
privacy protection to competition issues.

2. Governance by technology

Contractual webs would not be a very promising means of
namespace governance if the contracts were, as a practical matter,
hard to enforce. In namespaces, however, it is the technology that
enables the automatic enforcement of such contracts and policies.
By threatening to exclude namespace users and service providers that
do not adhere to namespace contracts or policies, namespace
providers can enforce their interests in an over-efficient manner. The

81. For the specific terms of the privacy policy, see Microsoft Corp.,
Microsoft .NET Passport Privacy Statement, at http://www.passport.com/
Consumer/PrivacyPolicy.asp?lc=1033 (last modified Aug. 2002).

82. See infra text accompanying notes 131-36.

83. In many DRM systems, technology license agreements are used to bind
manufacturers of computer electronics and computers (i.e., namespace service
providers).  Usage contracts are employed to establish a contractual
relationship between the DRM provider and individual consumers (i.e.,
namespace users). For an overview of this contractual protection in DRM
systems, see Bechtold, From Copyright to Information Law, supra note 55, at
217-22,227.
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technical control over a namespace can be used by the namespace
provider as leverage for policy and legal control.

This phenomenon occurs in most namespaces. As described
above,84 ICANN allows domain name registries, registrars, and
registrants to enter the domain namespace only after they have
agreed to certain contractual obligations. ICANN’s web of contracts
can be enforced by the technical control over the domain namespace,
as the contractual quasi-trademark regulation of the UDRP
demonstrates. By withdrawing or reassigning a domain name, any
decision under the UDRP can be enforced in a very effective and
inexpensive manner: through technology.®

PKIs are another namespace that uses technology as a
governance tool. PKIs enable the secure, convenient, and efficient
discovery of public keys in asymmetric encryption systems.*® PKIs
are a cornerstone of contemporary computer security architecture.
By resolving public keys to individual persons or corporate entities
and vice versa, PKIs create user namespaces. In PKI namespaces,
various key revocation mechanisms exist by which compromised
public keys can be excluded from further use of the namespace.®’
Technology enables PKIs to control which names exist in their user
namespace. In a similar way, eBay reserves the right to suspend any
user identifier in its user namespace.”® DRM systems use various
key revocation techniques to achieve the same goal.*’ In general,
technology enables the namespace provider to control which names
are assigned, modified, and revoked in a namespace. Technology is
the most important governance tool in namespaces.

84. See supra text accompanying notes 71-75.

85. See MUELLER, supra note 14, at 191, 232-34. The combination of
technological and contractual protection is a common feature in such diverse
areas of Internet law as the DNS, DRM, privacy law, the cable open access
debate, and hyperlinking. For an attempt to derive some unifying principles
from these similarities, see BECHTOLD, VOM URHEBER- ZUM
INFORMATIONSRECHT, supra note 55, at 439—-48; Bechtold, From Copyright to
Information Law, supra note 55, at 230.

86